Okta & Jamf Trust Installation

Allowing Acess to ViewPoint Photo Capture
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1. Overview

To access the Willdan ViewPoint Photo Capture app on your mobile device, you must first set up your
Okta account with two-factor authentication (2FA). If you do not already have an Okta account, please
contact your Willdan Program Team representative for assistance.

During your first login, you will be prompted to:

« Change your temporary password

« Create a permanent password

« Set up two-factor authentication (2FA)

Once you have successfully completed the Okta setup with two-factor authentication (2FA), you will
install the Jamf Trust app, which allows us to push the ViewPoint Photo Capture app to your mobile

device.

Follow the steps in this guide to complete the setup process.
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2. Okta Setup with Two-Factor Authentication

It is recommended that you complete these steps on the iPhone or iPad you will use to run the Willdan
ViewPoint Photo Capture app. Before you begin, please have the email sent by your Willdan
representative available, as it contains your user ID and temporary password.

Willdan Credentials - -~

JamfTrustinstall-With-2-Factor
== PDF-772KB

Hello

Below are your temporary Willdan login credentials for
access to Direct Install Capture & Trade Pro Portal:

Username:
Password:
Email:

Here is the link to the Portal:
Contractor Portal Link:

Next Steps:

1. Set Up Okta
o Sign in at https://willdan.okta.com to configure
your multi-factor authentication, set up your
security questions, and change your temporary
password.
o For guidance, see the attached Willdan-
Configuring-Okta-2-Factor-Authentication

finetriictinne hanin An nana A

4% v Replyall

[=] @ outlook.office365.com ]

< t m

2.1 Getting Started

1. Open your preferred web browser.

2. Go to https://willdan.okta.com

3. Enter the username and temporary password provided to you via email from
Willdan, then tap Sign In.
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4. Create and confirm your new password, then tap Change Password.

5. When prompted to choose a security method, select Set up for Phone/SMS.

Set up security methods

W WILLDAN

P
(2
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G Prod a nt by ensuring only you have
SignIn Fokkok i

Usemame Set up required

Your Willdan - Prod password has expired
* Google Authenticator

® Enter a temporary code generated
from the Google Authenticator af
© This field cannot be left blank Password requirements: Used for
+ Atleast B characters Setup
Fassword ¢ Alowercase letter
f je ¢ Anuppercase letter
¢ Anumber 0 Okta Verify
© ¢ No parts of your usemame kta Venily n auth ticator apg
© This fleid cannot be left biank * Does not include your first name nstalled on your phone or nputer
PR CRN IR « Does not include your last name
* Password can't be the same as your last S Used for
Keep me signed in passwords
Setup
New password
R o Phone
n in
» = k Louk e st v L e
Re-enter password e " e
Eorgot password? [ ] Setup

Lod
Unlock account? — )

Helo -
Change Password '

Back 10 sian in
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2.2 Configure Two-Factor Authentication

1. Enter a phone number you will have access to during login (preferably the same
device you will use for Photo Capture), then tap Receive a code via SMS.

2. Enter the 6-digit verification code sent to your phone and tap Verify.

3. Select a security question from the dropdown menu, enter your answer, and tap

Verify.

W WILLDAN
W WILLDAN

PN W WILLDAN ,
A o
\. :

Set up phone authentication

Set up phone authentication
Set up security question

Choose a security question

Country/region Enter Code What is the food

United States v
Answer

Phone number
Verify

"
o : = :
‘ Receive a code via SMS Back 1
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On the next screen, tap Continue to skip additional setup, as Phone (SMS) is already
configured.

Enter your company email address and tap Finish.

Setup is complete when the default Okta apps appear in your browser. You may
now close the browser and proceed to install and configure Jamf Trust.

WwiLL

Set up security

®

DAN

methods

W WILLDAN

Security methods help protect your Willdan -
Prod account by ensuring only you have

access.

Set up optional

* Google Authenticator

Enter a temporary

from the Google Authenticator app.

Used for access

Sotue

e Okta Verify

Additional Profile information

® wdaen
0 e
— Secondary email
code generated Ry bbod m Winatnw  surea
Saon s wnniee | | o et

10 recover your account

B Aad eamin

Okta Verity is an authenticator app, ‘ Finish
installed on your phone or computer,

used to prove your

identity
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3. Install & Conﬁgure Jamf Trust

Before starting, make sure you have your username and the permanent password you've set up in the
previous section.

3.1 Enrollment

1. Open a browser on your mobile device and go to:
https://willdan.jamfcloud.com/enroll.

2. Enter your login ID and password, then tap Login.

3. Tap Continue.

Willdan Credentials -~

Log in to enroll your device. To continue with enroliment, you need to install
the MDM profile for your organization.

- C ) =

JamfTrustinstall-With-2-Factor Continue
== PDF - 772 KB .
Login

Hello

Below are your y Willdan login Is for
access to Direct Install Capture & Trade Pro Portal:

Username:
Password:
Email:

Here is the link to the Portal:
Contractor Portal Link:
- - - - 7 Dohe

Next Steps:

@ willdan.jamfcloud.com

1. Set Up Okta
o Sign in at https:/willdan.okta.com to configure
your multi-factor authentication, set up your
security questions, and change your temporary
password.
o For guidance, see the attached Willdan-
ing-Okta-2-Fact: icati

(inetrstinne hanin An nana A)

& v Replyall Powered by Jamf
=] @ outlook.office365.com (¢ (=] & willdan.jamfcloud.com ¢
< ) m < M m
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3.2 Profile Installation

1. When prompted, tap Allow to download the profile. After the profile downloads,
tap Close. (You may still see the Continue screen—swipe up to close it and proceed.)

- -

To continue with enroliment, you need to install
| the MDM profile for your organization.

| o

This website is trying to download a
configuration profile. Do you want to allow

this?

Profile Downloaded
Review the profile in the Settings app if

[dkore

you want to install it.

Powered by Jamf
=] & willdan.jamfcloud.com (¢} =] & willdan.jamfcloud.com ¢
| |
L < > 0] m O L < > W] m |

/
J/
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2. Open Settings on your device (gear icon).

3. Scroll down and Tap General (another gear icon).

f Settings
. d
\ Settlngs | (&) ceneral > ]
|
U
| (QSearch = Accessibility >
I
This iPhone is supervised and managed by Willdan
I Group, Inc.. Learn more about device supervision... Camera >
oot \ g Control Center >
> i i >
Apple Account, iCloud, and more e DISpIay & Bnghtness
m Home Screen & App Library >
Apple Account Suggestions >
I ‘ g Search >
Apple Arcade Free for 3 Months > ° Siri 4
a StandBy >
Update to iOS 26.2 > Wallpaper >
Profile Downloaded >
a Notifications >
Airplane Mode m Sounds & Haptics >
‘ Wi-Fi off > Focus >
A “ Bluetooth Oon > Screen Time >
{0} Cellular >
Personal Hotspot off > e Face ID & Passcode 4
\ / \
@ Battery N // \ Emergency SOS > /
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4. While in General, scroll down and tap VPN & Device Management.

5. At the top of the screen, you will see VPN (it may show Connected or Not
Connected—either is fine).

6. Tap the MDM Profile (listed below VPN).

< Settings

General

| LTE o

< Settings

Manage your overall setup and preferences for
iPhone, such as software updates, device

« DB®6

=

)0 ©

About
Software Update

iPhone Storage

AppleCare & Warranty

AirDrop
AirPlay & Continuity
Picture in Picture

CarPlay

AutoFill & Passwords

BackalBTTT ADD ReTesn

language, CarPlay, AirDrop, and more.

11:46

|

6060600

General

AutoFill & Passwords.
Background App Refresh
Date & Time

Dictionary

Fonts

Keyboard

Language & Region

TV Provider

o[ LTE )

PR

VPN & Device Management

o

(]

Legal & Regulatory

Transfer or Reset iPhone

Shut Down

11:46 - w0l LTE )

¢{ Back VPN & Device Management

DOWNLOADED PROFILE

[ Q oM Profile ]
JAMF Software

Not Connected
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3.3 Install and Trust

1. On the Install Profile screen, tap Install (top-right corner).
2. Enter your device passcode (not your password).

3. If prompted with a warning that the profile authenticity cannot be verified, tap
Install again.

Cancel Install Profile Install Enter Passcode Cancel Cancel Warning Install

=3 MDM Profile

The authenticity of “MDM Profile” cannot be
verified.

JSS Built-In Signing Certificate

Not Verifiec

MDM Profile for mobile device management

Device Enrollment Challenge Enter your passcode

More Details @ @@ e (@)

Remove Downloaded Profile
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4. Review the security certificate and MDM profile details, then tap Install twice.

5. When the Remote Management pop-up appears, tap Trust (red text).

Cancel Warning Cancel Warning Install Cancel Warning Install

Installing the certificate “Willdan JSS Built-in
Certificate Authority” will add it to the list of
trusted certificates on your iPhone.

Installing this profile will allow the
administrator at "https://
willdan.jamfcloud.com/mdm/ServerURL" to
remotely manage your iPhone.

The administrator may collect personal data,
add/remove accounts and restrictions, install,
manage, and list apps, and remotely erase
data on your iPhone.

JNVERIFIED PROFILE

The authenticity of "MDM Profile” cannot be
verified.

UNVERIFIED PROFILE

The authenticity of “MDM Profile" cannot be
verified.

Install

Cancel

ROOT CERTIFICATE

Installing the certificate “Willdan JSS Built-in
Certificate Authority” will add it to the list of
trusted certificates on your iPhone.

MOBILE DEVICE MANAGEMENT

Installing this profile will allow the
administrator at "https://
Wll\daf" inmfaland camleadem ICAanmearl 1IDER 10

remot Remote Management

Do you trust this profile's source to

The a enroll your iPhone into remote ata,
add/r management? stall,
mana e

UNVERIFIED PROFILE

The authenticity of “MDM Profile” cannot be
verified.
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3.4 Finishing Up

1. Tap Done.

2. Wait for Jamf Trust icon to appear on your device, then open it and tap
Continue from the “JamfTrust” Wants to Use “"okta.com” to Sign In pop-
up.

—

MDM Profile
Willdan

Signed by JSS Built-In Signing Certificate
Not Verified
Description  MDM Profile for mobile device management
Contains Mobile Device Management

SCEP Device Identity Certificate
Certificate

Capture Jamf Trust

&

More Details >

Self Service

“JamfTrust” Wants to Use
“okta.com” to Sign In
This allows the app and website to
share information about you.

Q Search
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3. Tap Allow on “Jamf Trust” Would Like to Send You Notifications pop-up.

4. On the Welcome to Jamf Trust! screen, tap Enable.

5. If you are prompted to add VPN Configurations, tap Allow.

A jamf

Hi, welcome to Jamf Trust!

To complete your setup, you just

need toinstall a VPN on your Yes, this will allow us to provide the
— device. best service to you.
- “
L_— %
You can always turn the VPN off
o temporarily whenever you want to.
2
5 We respect your privacy.
“Jamf Trust” Would Like to “Jamf Trust” Would Like to
Send You Notifications ) Add VPN Configurations
Notifications may include alerts, All network activity on this iPhone may
Eatnds;and o ba_clges. These can be filtered or monitored when using
be configured in Settings. e VPN
Don't All All
R Don't ow Don't Allow R
about important security alerts and service
issues.
Enable Access Enable Access
Setting up Jamf Trust on your device is easy Setting up Jamf Trust on your device is easy

wil
*{) Hands-off, set it and forget it
@ Super fast and battery friendly

@ Preserves your online privacy

Allow Notifications
—

Should | leave it on all the time?

o,
*{) Hands-off, set it and forget it
@ Super fast and battery friendly

@ Preserves your online privacy

Enable
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You're all set

&)

Just use your apps normally and we'll
keep you connected and secure

Disable Access
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4. Need Help?

Our goal is to improve your experience and simplify your workflow.
For any issues, please email:

helpdesk@willdan.com

For urgent or time-sensitive matters, please also copy:

wes-technology-operations@willdan.com

Willdan Group, Inc.
2401 East Katella Avenue, Suite 300 Anaheim, California United States 92806
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